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This four-day course covers all nineof the key stepsinvolved in
planning, implementing and maintaining an ISO 27001-compliant
information security management system (ISMS). Ideal for existing
Risk or Compliance Officers wishing to gain an ISMS specialism
to boost their Cybersecurity risk management career

COMPLIANCE INSTITUTE

SOUTHERN AFRICA

LOCATION

Compliance Institute of South Africa
Grayston Ridge Office Park, Block B
144 Katherine Street, Sandown
Sandton 2031

DATE AND PRICE

4 Days Classroom-based training
DATE: 9-12 September t 2019
PRICE:: R21,000

CISA CPD:: 21 hours 21 hours

QUALIFICATION
Internationally accredited BSI
ISO27001 Certified ISM Implementer
certificate - Attained on completion of
course exam

COURSE HIGHLIGHTS

This fully accredited, practitioner-led course equips you with the skills to lead an ISO 27001-compliant information security
management system (ISMS) implementation project. Learn from the developers of the original ISO 27001 Implementer course and
get to grips with the nine steps to implementing and managing an ISMS.

Real-world practitioners show you how to tackle an ISMS project from start to finish. And implement and maintain ISMS for your
company with complete confidence. This includes group discussions, practical exercises and case studies throughout the course.

WHAT WILL YOU LEARN?

Day Four

Day One Day Two Day Three

What is Information Security
Management

Discuss recent global
Information Security breaches
Overview of global regulations
Introduction to ISO/IEC
27001and 27002

Key terms and definitions
Clause 4: Context of
organisation

Clause 5: Leadership

Clause 6: Planning

Clause 7: Support

Clause 8: Operation

Clause 9: Performance
evaluation

Clause 10: Improvement
Reflection and Feedback

What is an ISMS
Implementing an ISMS
Requirements and
documentation

Baseline Gap analysis
Organisational Context
Engaging Interested Parties
Scoping

Project Planning
Engaging the Leadership
Reflection and Feedback

WHO SHOULD ATTEND THIS COURSE?

This course is for Executive Management / Head of Legal /
Chief Compliance Officers / Chief Risk Officers / Regulators /
Risk Managers / Compliance Officers / Information Security
Officers / Internal Auditors / ISO27001 Project Managers

REGISTER NOW

Planning process

Risks and opportunities
Support

Operation

Monitoring, measurement,
analysis & evaluation
Internal audit and
management review
Non-comformity; Corrective
action process and
Improvement

Integration

Gap Analysis - Risk
Assessment

Reflection and Feedback

Cost Estimation

Monitor and Measure
Selection of Controls -
Statement of Applicability
Review

Legal Requirements and
Communication
Information on Practical
Controls

Plan, Do, Check, Review
Case studies walkthrough
Course review and questions
Reflection and Feedback

ADDITIONAL INFORMATION

The course includes:

e Gain 21 hours of CPD (CISA);

e Comprehensive documentation (digital copy provided);
e Internationally recognised certification

+27 (0) 10 020 5690
Training @africariskmanagers.com
www.africariskmanagers.com/registration

CPD registration number: ARE20180300029






