
 

COURSE HIGHLIGHTS

DURATION FORMATS CERTIFICATION

WHAT WILL YOU LEARN?

TARGET AUDIENCE

• Customisable course content. 

• Hosting options - the course can be hosted and delivered 
from IT Governance’s learning management system (LMS) 
or your own. 

• Multi-year licenses are available. 

• For 150 or more users a custom quote can be requested.

ENSURE YOUR
ORGANISATION 
UNDERSTANDS 

PHISHING

PHISHING STAFF AWARENESS E-LEARNING 
COURSE

Take action against the increasing threat of targeted phishing attacks by 
educating your employees to be alert, vigilant and secure. This e-learning 
course helps employees identify and understand phishing scams, explains 
what would happen should they fall victim, and shows them how they 
can mitigate the threat of an attack.

Approximately 30 minutes
20 randomly elected multiple-choice 
questions

E-learning Phishing Staff Awareness certificate 
issued to all staff who pass the test

Phishing and ransomware attacks are becoming more popular and sophisticated, and their number is rapidly increasing. One of the 
reasons behind this incredible growth is the lack of basic knowledge about these threats: more than three quarters (76%) of UK office 
workers don’t know what ransomware is and 36% can’t confidently define a phishing attack, according to an ISACA survey.

No matter how many technological defences are in place to prevent phishing emails from landing in users’ inboxes, no filtering 
method is 100% successful, so it’s often up to the user to decide whether or not to open a phishing email or click a malicious link. 
Phishing awareness training can make the difference.

This course will help you and your team understand how phishing 
attacks work, the tactics that cyber criminals employ, and how to 
spot and avoid a phishing campaign.

What phishing is / Types of email and phishing attacks / What 
social engineering is / The consequences of a phishing attack / 
How easy it is to fall victim to a phishing attack / What happens 
when you click on a malicious link / How cyber criminals plan 
and execute a phishing attack / How to identify a phishing scam 
/ Ground rules for avoiding phishing scams / Phishing and social 
media

This course is aimed at all employees who use the Internet or 
email as a means of conducting business. The course content is 
not technical.

Delivered in partnership with:

ADDITIONAL FEATURES

BENEFITS
E-learning is a quick, affordable and effective means of 
delivering training to multiple learners:

- Provides systematic, consistent and repeatable training 
across multiple learners.

- No travelling or other course attendance costs.

- Web-delivered, so that you have no additional technology or 
integration costs or challenges.

- Can be deployed for existing employees and as part of an 
induction process for new hires.
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